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EMPLOYER:

Date:
By:

Print Name:

Title:

Owner, Manager, Chairman of the Board, or
President, or any Vice President

Date:

By:

Print Name:

Title:

Secretary (of Corporation), or
any Assistant Secretary, or
Chief Financial Officer, or
Any Assistant Treasurer

COUNTY OF FRESNQ|
Fresno, CA
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SUBSIDIZED EMPLOYMENT OUTLINE

Job Developer:

Employer Name

Employer's Product/Service

Worksite/Mailing
Address

Address for mailing payment

(If different from Worksite Address)

Supervisor
Name/Title

Phone
Number

Fax Number

Email Address

State Tax ID
Federal Tax ID Number Number

Worker's Compensation Carrier & Policy No.

Auto Insurance Carrier & Policy No.

(If applicable)

. EMPLOYER shall be reimbursed by COUNTY on the basis of 80% of employee costs
not to exceed 125% of total wages.

- COUNTY shall make no payments for commissions, piecework, vacation, holiday,
sick leave or overtime.
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STATE OF CALIFORNIA - HEALTH AND HUMAN SERVICES AGENCY CALIFORNIA DEPARTMENT OF SOCIAL SERVICES
PARTICIPANT NAME: m Inital Activity
RS e Assignment
{1 Amendment #
WELFARE'TO'WORK PLAN CASE NUMBER: 1.0. NUMBER:

ACTIVITY ASSIGNMENT

WELFARE-TO-WORK WORKER'S NAME:

O Mandatory participant. | must do the activities listed below. 1 understand that Iif | do not participate as required in these activities, my
cash aid may be loweared, unless the county decides | had a good reason to not do them.

(0 Volunteer. | understand that | do not have to participate, but | agree to do and finish the activities listed below.

| understand that as a volunteer, my cash aid cannot be lowered for falling to do these aclivities. 1 understand if | stop doing these

activities, | may not be allowed to participate in Welfare-to-Work for a period of time, uniess the county dacides that | had a good reason

not to do them. | understand that the 20-hour core activity and the 32- or 35- hour per week rules do not apply to me.

[0 siP. 1 understand that the 20-hour core activity rule does not apply to me.

CORE HOURS
| must do at least 20 “core” hours per week. They are:
[0 unsubsidized employment for____hours [] Subsidized public sector employment for _____ hours
O Job search and job readiness assistance for____hours [J On-the-job-training for ____hours
[ work experience for_____ hours O Grant-based on-the-ob-training for ____hours
[0 vocational education and training (up to 12 months) for ____ hours Supported work or transitional employment for ____ hours
0 work study for ___ hours Self-smployment for ____ hours
O subsidized private sector employment for____hours [C] Community service for ___ hours
NON-CORE HOURS THAT CAN COUNT TOWARD CORE HOURS Number of hours of | Number of hours that
| must do these activities for the number of hours shown. non-cors count toward core
[0 Adult basic education ___ _hours ____hours
[0 Job skills training directly related to empioyment —___hours — hours
[0 education directly related to employment _.__hours —__hours
] satistactory progress in a secondary school ___hours ____hours
O Mental health services ____hours ___ hours
[0 substance abuse services __ hours ____hours
O Domestic abuse services * ___ hours ____hours
NON-CORE HOURS THAT CANNOT COUNT TOWARD CORE HOURS .
O *Vocationai education and training
(after counting as core for 12 months) for ___ hours N
[ Other activities necessary to assist an individual in obtaining If there is any participation In this aclivity,
employment for___ hours  then no hours in any non-core activily can
O Participation required by the school to ensure the child's count toward the core-hour rule.
attendance for ____ hours
ASSIGNMENT AND SERVICES
ACTIVITY, LOCATION, SCHEDULE. AND HOURS SUPPORTIVE SERVICES
1. Activity: The county will give me:
Begins: Expected to end: __
Schedule: Hours per week: _____ O chid care
Location: O Transportation
2. Activity: O Bus Pass [] Mieage [ Parking
Begins; Expected to end: [ other:
Schedule: Hours per week: ___
Location: O Ancitlary (other) Costs for:
3. Activity:
Begins: Expected to end: 1
Schedule: Hours per week: )
. 2.
Location:
4. Activity: 3.
Begins: Expected to end: 4.
Schedule: Hours per week: ___
Location:

WTW 2 (12/05) REQUIRED FORM - SUBSTITUTES PERMITTED
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The county will send me the location and schedule for my activity by (date).

| will go to on/by, to get my location
and/or schedule. ek S

| will give my Welfare-to-Work worker a copy of my — schedule by . | will tell my
BRSNS .\ | -Sa—

Waelfare-to-Work worker if any changes are made and give my Welfare-to-Work worker a copy of the changes If required.
I understand that If | do not go to ! __ as required by the county or make

ACTIVITIES
satisfactory progress in thesa activities, the county will decide, why, and | may have to go to different activities. | understand that |
" must give proof of satisfactory progress in these activities to my Welfare-to-Work worker by the date(s) listed below.

Activity: . Date Proof is Due:
Activity: Date Proof is Due:
Additional Comments:

o ogoogo a4

O ooo0ao O

SUPPORTIVE SERVICES

The county will pay for supportive services (child care; transportation; and work, education, and training related expenses) if | need
them to participate in my Welfare-to-Work assignments and Welfare-to-Work rules allow for them.

| have reviewed my need for Welfare-to-Work supportive services with my Welfare-to-Work worker. ! understand that | do not have to
do my assignment until the supportive services | need have been arranged.

| understand that | must tell my Waelfare-to-Work worker right away of changes in my need for Welfare-to-Work supportive services,
or if | no longer need them. If | do not report the changes In advance, the county may not be able to pay for them.

| understand if the county pays for supportive services that are more than what | needed to participate in Welfare-to-Work, | will have
to pay the county back.

PARTICIPANT'S CERTIFICATION

| understand that my Waelfare-to-Work Plan includes this form, the Welfare-to-Work Plan - Rights and Responsibilities, and the
Woelfare-to-Work Handbodk. | understand that Weifare-to-Work activities and services, and my rights and responsibliities as a
Welfare-to-Work participant, are explained to me on these forms.

| have received a Welfare-to-Work Handbook.
| know | can ask my Welfare-to-Work worker if | have any questions.

| understand that if | do not agree with my assassment or the county and | can not agree on a plan, and | tell my worker, the worker
must refer me to a neutral third party for a new assessment of my employment or Welfare-to-Work activity needs.

This is my first training or education assignment under a Welfare-to-Work plan. | understand that | have 30 caiendar days from the
beginning of my first training or education assi?nment under ry initial Welfare-to-Work Plan to request a change or reassignment to
another acuvlt{. This 30—da¥t race period Is available only once during my time receiving California Work Opportunity and
Responsibility to Kids (CalWORKs) cash aid. {f the county agrees to the change, | know 1 will have to sign a new Activity Assignment.

| have three (3) working days to think about the terms of this Activity Assignment after | sign it. | understand if | want to change the
terms of this Welfare-to-Work Plan, | must tell my Welfare-to-Work worker by . If I do not tell my Welfare-to-
Work worker by then, this Activity Assignment is final. : . BATE™

| have read (or had read to me) and understand this Activity Assl?nment. and have received a copy. If | do not meet my responsibilities
without a good reason, | know that there are penalties that can Include having my cash aid lowered.

| un'geresdtand that 1 can ask for a different service provider if | object to the religlous character of any provider to which | have been
assigned.

| understand that | can say no to any rellgious activity offered by a service provider, and that any participation in any religious activity
offered by a service provider Is voluntary.

| understand if | do not agree with any coumy action regardlng my Waeifare-to-Work participation, | can file a forma! grievance with the
county or | can ask for a State hearing by calling, toll-free, 1-800-952-5253. If the county is proposing 1o lower or stop my aid, my aid
wlil be lowered or stopped if | file a formal grievance.

| understand that | can get free legal help with Weifare-to-Work problems from the local legal or welfare rights office, by calling

TCH y E OATE

WELFARE-TO-WORK WORKER'S SIGNATURE PHONE QATE

WTW 2 (12,05} REQUIRED FORM - SUBSTITUTE PERMITTED
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FRESNO COUNTY DEPARTMENT OF SOCIAL SERVICES
SUBSIDIZED EMPLOYMENT PROGRAM

SECTION Il. WAGE EXPENDITURES

/TRAINING EXP

SR

SECTION IV. REIMBURSEMENT

3. TOTAL EXPENDITURES REPORTED} . : $0.00
4. MAXIMUM EXPENDITURES ALLOWED| ' ..~ $0.00
5. ELIGIBLE EXPENDITURES FOR REIMBURSEMENT|: - = ~ $0.00
6. REQUIRED EMPLOYER CONTRIBUTION (match)|= == . -$0.00
7. CURRENT EMPLOYER CONTRIBUTION {match)}.... .-« ... $0.00
8. REQUIRED CONTRIBUTION (match) NOT MET (should equal zero){ .. =" © .- $0.00
9. REIMBURSEMENT TO EMPLOYER|® = "= $0.00
CERTIFICATION

| certify that the information provided above is, to the best of my knowledge, complete and accurate; the expenditures, both for reimbursement
and for match, are in accordance with the approved Fresno County Subsidized Employment Agreement cited for services provided under the
provision of that agreement. Full justification and backup records for the expenditures will be maintained in our office at the address indicated
for a period of three years. 1 further certify that no additional Federal revenues support any of the expenditures included in this invoice.

Employer Signature/ Printed Name and Title Date
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Fresno County Department of Social Services
Instructions for Subsidized Employment Program
Statement of Service and Invoice

Section I. Employer Information

Section Il. Wage Expenditures

For each employee, enter

« EMPLOYEE: last name, first name and last four digits of SSN #

* HOURS WORKED: total number of hours worked per employee for the invoice month

* HOURLY WAGE: wage per hour for employee

* WAGES PAID: Hours Worked x Hourly Wage (green cells include formulas, do not enter data)

Section lll. Supervision/Training Expenditures

For each supervisor/trainer, enter

+ SUPERVISOR/TRAINER: last name and first name

* MONTHLY SALARY & BENEFITS: salary and benefit total for invoice month

* % OF TIME SPENT SUPERVISING/TRAINING SUBSIDIZED EMPLOYEES: indicate the % of time spent on
supervising and training for subsidized employees

* SUPERVISION/TRAINING COSTS: Monthly Salary and Benefits x % of Time Spent Supervising/Training
Subsidized Employees (green cells include formulas, do not enter data)

Section [V. Reimbursement

* Line 3 TOTAL EXPENDITURES REPORTED: Line 1 + Line 2

* Line 4 MAXIMUM EXPENDITURES ALLOWED: 125% of Line 1

* Line 5 ELIGIBLE EXPENDITURES FOR REIMBURSEMENT: 100% of Line 1

* Line 6 REQUIRED EMPLOYER CONTRIBUTION (match): 25% of Line 1

* Line 7 CURRENT EMPLOYER CONTRIBUTION (match): Line 2

* Line 8 REQUIRED CONTRIBUTION NOT MET: Line 6 — Line 7 (minimum is $0, no negative numbers)
* Line 9 REIMBURSEMENT TO EMPLOYER: Line 1 - Line 8

* Employer shall not be reimbursed for overtime hours, vacation hours, sick leave, holidays not worked, plant
closures or other non-work time. Any paid non-work time will be paid directly by employer,

« Completed monthly invoices can be emailed to etainvoices@co.fresno.ca.us, mailed to the Employment
Resource Center Attn:Job Developer at 4452 E. Kings Canyon Rd. Fresno, CA 93702 or faxed to (559) 454-
5900, Attn: Job Developer

* Employer shall submit the monthly invoice to County within ten (10) calendar days following the end of each
month

Payments by County shall be in arrears, for services provided during the preceding month, within forty-five
(45) days after receipt and verification of Employer’s invoices by County’s Department of Social Services.
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' AML#08-554;"
MEDI-CAL DATA PRIVACY AND SECURITY
AGREEMENT BETWEEN
The California Department of Health Care Services
and the County of Fresno, Department of Employment and Temporary
Assistance.

PREAMBLE

The California Department of Health Care Services (DHCS) and the County of Fresno,
Department of Employment and Temporary Assistance (“County Department”) enter
into this Medi-Cal Data Privacy and Security Agreement ("Agreement”) in order to
ensure the privacy and security of Medi-Cal Personally Identifiable Information (PlI).

DHCS receives federal funding to administer the Medi-Cal program. DHCS provides
funding te the County Department in exchange for the County Department’s assistance
in administering the Medi-Cal program.

This Agreement covers the County of Fresno, Department of Employment and
Temporary Assistance workers that assist in the administration of the Medi-Cal
program; and access, use, or disclose Medi-Cal Pli.. For the purpose of this
Agreement, the following terms mean:

1. “Assist in the Administration of the Medi-Cal Program” is performing an
administrative function on behalf of Medi-Cal, such as determining eligibility or case
managing IHSS (In-Home Supportive Services) clients; and

2. “Medi-Cal PiI" is information directly obtained in the course of performing an
administrative function on behalf of Medi-Cal, such as determining Medi-Cal
eligibility or conducting IHSS operations, that can be used alone, or in conjunction

- with any other information, to identify a specific individual. PIl includes any
information that can be used to search for or identify individuals, or can be used to
access their files, such as name, social security number, date of birth, driver's
license number or identification number. Pl may be electronic or paper,

AGREEMENTS
NOW THEREFORE, DHCS and the County Department mutually agree as follows:

1. PRIVACY AND CONFIDENTIALITY

A. County Department workers covered by this Agreement (“County Workers™) may
use or disclose Medi-Cal Pl only to perform functions, activities or services directly
related to the administration of the Medi-Cal program in accordance with Welfare
and Institutions Code section 14100.2 and 42 Code of Federal Regulations section

i
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431.300 et.seq, or as required by law. For example, County Workers performing
eligibility determinations may generally only use or disclose Medi-Cal Pl to
determine eligibility for individuals applying for Medi-Cal. County Workers assisting
in the administration of the In-Home Supportive Services (IHSS) program may
generally use or disclose Medi-Ca! PIl only to perform administrative functions
essential to the operation of the IHSS program. Disclosures which are required by
law, such as a court order, or which are made with the explicit written authorization
of the Medi-Cal client, are allowable. Any other use or disclosure of Medi-Cal Pll
requires the express approval in writing of DHCS. No County Worker shall
duplicate, disseminate or disclose Medi-Cal Pll except as allowed in this Agreernent.

B. Access to Medi-Cal Pl shall be restricted to onty County Workers who need the
Medi-Cal Pll to perform their official duties in connection with the administration of
the Medi-Cal program.

C. Co unty Workers who access, disclose or use Medi-Cal PIl in a manner or for a
purpose not authorized by this Agreement may be subject to civil and criminal
sanctions contained in applicable federal and state statutes.

Il. EMPLOYEE TRAINING AND DISCIPLINE

The County Department agrees to advise County Workers who have access to
Medi-Cal PIl of the confidentiality of the information, the safeguards required to protect
the information, and the civil and criminal sanctions for non-compliance contained in
applicable federal and state laws. For that purpose, the County Department shall:

A. Train and use reasonable measures to ensure compliance with the requirements of
this Agreement by County Workers who assist in the administration of the Medi-Cal
program and use or disclose Medi-Cal Pll; and take corrective action against such
County Workers who intentionally violate any provisions of this Agreement, up to
and including by termination of employment. In complying with this requirement, the
County Department agrees to:

1. Provide privacy and security awareness training to each new County Worker
within 30 days of employment and thereafter provide ongoing reminders of the
privacy and security safeguards in this Agreement to all County Workers who
assist in the administration of the Medi-Cal program and use or disclose
Medi-Cal PII.

2. Maintain records indicating each County Worker's name and the date on which
the initial privacy and security awareness training was completed.

3. Retain training records for inspection for a period of three years after completion
of the training.
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Il. MANAGEMENT OVERSIGHT AND MONITORING
The County Department agrees to:

A. E stablish and maintain ongoing management oversight and quality assurance for
monitoring workforce compliance with the privacy and security safeguards in this
Agreement when using or disciosing Medi-Cal PII.

B. E nsure that ongoing management oversight includes periodic self-assessments and
randomly sampling work activity by County Workers who assist in the administration
of the Medi-Cal program and use or disclose Medi-Cal PIl. DHCS shall provide the
County Department with information on MEDS usage indicating any anomalies for
investigation and follow-up.

C. Ensure that these management oversight and monitoring activities are performed by
County Workers whose job functions are separate from those who use or disclose
Medi-Cal Pl as part of their routine duties.

IV. CONFIDENTIALITY STATEMENT

The County Department agrees to ensure that all County Workers who assist in the
administration of the Medi-Cal program and use or disclose Medi-Cal Pll sign a
confidentiality statement. The statement shall include at a minimum, General Use,
Security and Privacy Safeguards, Unacceptable Use, and Enforcement Policies. The
statement shall be signed by the County Worker prior to access to Medi-Cal Pil.

V. PHYSICAL SECURITY

The County Department shali ensure that Medi-Cal Pl is used and stored in an area
that is physically safe from access by unauthorized persons during working hours and
non-working hours. The County Department agrees to safeguard Medi-Cal PIl from
loss, theft, or inadvertent disclosure and, therefore, agrees to:

A. S ecure all areas of County Department facilities where County Workers assist in the
administration of the Medi-Cal program and use or disclose Medi-Cal Pil. The
County Department shall ensure that these secure areas are only accessed by
authorized individuals with properly coded key cards, authorized door keys or
access authorization; and access to premises is by official identification.

B. E nsure that there are security guards or a monitored alarm system with or without
security cameras 24 hours a day, 7 days a week at Cournty Department facilities and
leased facilities where a large volume of Medi-Cal Pl is stored.

C. Issue County Workers who assist in the administration of the Medi-Cal program
identification badges and require County Workers to wear these badges at County
Department facilities where Medi-Cal Pll is stored or used.
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D. Store paper records with Medi-Cal Pll in locked spaces, such as locked file cabinets,
locked file rooms, locked desks or locked offices in facilities which are multi-use,
meaning that there are County Department and non-County Department functions in
one building in work areas that are not securely segregated from each other. The
County Department shall have policies which indicate that County Workers are not
to leave records with Medi-Cal Pll unattended at any time in vehicles or airplanes
and not to check such records in baggage on commercial airplanes.

E. U se all reasonable measures to prevent non-authorized personnel and visitors from
having access to, control of, or viewing Medi-Cal Pil.

VIi. COMPUTER SECURITY SAFEGUARDS

The County Department agrees to comply with the general computer security
safeguards, System security controls, and audit controls in this section.

General Computer Security Safequards

In order to comply with the following general computer security safeguards, the County
Department agrees to:

A. E ncrypt portable computer devices, such as laptops and notebook computers that
process and/or store Medi-Cal PIl, with a solution using a vendor product that is
recognized as an industry leader in meeting the needs for the intended solution.
One source of recommended solutions is specified on the California Strateglc
Sourced Initiative (CSSI) located at the following link:
www.pd.dgs.ca.gov/imasters/EncryptionSoftware.html. The County Department shall
use an encryption solution that is full-disk unless otherwise approved by DHCS.

B. Encrypt workstations where Medi-Cal Pl is stored using a vendor product that is
recognized as an industry leader in meeting the needs for the intended solution,
such as products specified on the CSSI.

C. Ensure that only the minimum necessary amount of Medi-Cal PIl is downloaded to a
laptop or hard drive when absolutely necessary for current business purposes.

D. Encrypt all electronic files that contain Medi-Cal PIl when the file is stored on any
removable media type device (i.e. USB thumb drives, floppies, CD/DVD, etc.) using
a vendor product that is recognized as an industry leader in meeting the needs for
the intended solution, such as products specified on the CSSI.

E. Ensure that all emails sent outside the County Department’s e-mail environment
that include Medi-Cal Pll are sent via an encrypted method using a vendor product
that is recognized as an industry leader in meeting the needs for the intended
solution, such as products specified on the CSSI.
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F. Ensure that all workstations, laptops and other systems that process and/or store
Medi-Cal PIl have a commercial third-party anti-virus software solution and are
updatgd when a new anti-virus definition/software release is available.

G. Ensure that all workstations, laptops and other systems that process and/or store
Medi-Cal Pll have current security patches applied and up-to-date.

H. Ensure that all Medi-Cal Pll is wiped from systems when the data is no longer legally
required. The County Department shall ensure that the wipe method conforms to
Department of Defense standards for data destruction.

. Ensure that any remote access to Medi-Cal Pl is established over an encrypted
session protocol using a vendor product that is recognized as an industry leader in
meeting the needs for the intended solution, such as products specified on the CSSI.
The County Department shall ensure that all remote access is limited to minimum
necessary and least privilege principles.

System Security Controls

In order to comply with the following system security controls, the County Department
agrees to: _

J. Ensure that all County Department systems containing Medi-Cal Pil provide an
automatic timeout after no more than 20 minutes of inactivity.

K. Ensure that all County Department systems containing Medi-Cal Pl| display a
warning banner stating that data is confidential, systems are logged, and system use
is for business purposes only. User shall be directed to log off the system if they do
not agree with these requirements.

L. Ensure that all County Department systems containing Medi-Cal PIl log successes
and failures of user authentication and authorizations granted. The system shall log
all data changes and system accesses conducted by all users (including all levels of
users, system administrators, developers, and auditors). The system shall have the
capability to record data access for specified users when requested by authorized
management personnel. A log of all system changes shall be maintained and be
available for review by authorized management personnel.

M. Ensure that all County Department systems containing Medi-Cal Pl use role based
access controls for all user authentication, enforcing the principle of least privilege.

N. Ensure that all County Department data transmissions over networks outside of the
County’s control are encrypted end-to-end using a vendor product that is recognized
as an industry leader in meeting the needs for the intended solution, such as
products specified on the CSSI, when transmitting Medi-Cal PIl. The County
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Department shall encrypt Medi-Cal Pl at the minimum of 128 bit AES or 3DES
(Triple DES) if AES is unavailable.

0. Ensure that all County Department systems that are accessible via the Internet or
store Medi-Cal Pli actively use either a comprehensive third-party real-time host
based intrusion detection and prevention program or be protected at the perimeter
by a network based IDS/IPS solution.

Audit Controls

In order to comply with the following audit controls, the County Department agrees to:

P.

Ensure that all County Department systems processing and/or storing Medi-Cal PII
have at least an annual system security review. The County Department review
shall include administrative and technical vulnerability assessments.

Ensure that all County Department systems processing and/or storing Medi-Cal Pil
have an automated audit trail, which includes the initiator of the request, along with a
time and date stamp for each access. These logs shall be read-only and maintained
for a period of at least three (3) years. There shall be a routine procedure in place to
review system logs for unauthorized access. The County Department shall
investigate anomalies identified by interviewing County Workers and witnesses and
taking corrective action, including by disciplining County Workers, when necessary.

Maintain an automated audit trail record identifying either the individual worker or the
system process that initiated a request for information from the Social Security
Administration (SSA) for its systems, such as IEVS. Individual audit trail records

shall contain the data needed to associate each query transaction to its initiator and
relevant business purpose (that is, the client record for which SSA data was
accessed) and each transaction shall be time and date stamped. Access to the

audit file shall be restricted to authorized users with a need to know and the audit file .
data shall be unalterable (read only) and maintained for a minimum of three years.

Investigate anomalies in MEDS usage identified by DHCS and report conclusions of
such investigations and remediation to DHCS.

Exercise management control and oversight, in conjunction with DHCS, of the
function of authorizing individual user access to SSA data and MEDS and over the
process of issuing and maintaining access control numbers and passwords.

Ensure that all County Department systems processing and/or storing Medi-Cal Pl
have a documented change control procedure that ensures separation of duties and
protects the confidentiality, integrity and availability of data.
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Vil. PAPER DOCUMENT CONTROLS

In order to comply with the following paper document controls, the County Department
agrees to:

A. D ispose of Medi-Cal Pll in paper form through confidential means, such as cross cut

shredding and pulverizing.

B. No t remove Medi-Cal Pll from the premises of the County Department except for

C.

identified routine business purposes or with express written permission of DHCS.

Not leave faxes containing Medi-Cal Pli unattended and keep fax machines in
secure areas. The County Department shall ensure that faxes contain a
confidentiality statement notifying persons receiving faxes in error to destroy them,
County Workers shall verify fax numbers with the intended recipient before sending.

Use a secure, bonded courier with signature of receipt when sending large volumes
of Medi-Cal PIl. The County Department shall ensure that disks and other
transportable media sent through the mail are encrypted using a vendor product that
is recognized as an industry leader in meeting the needs for the intended solution,
such as products specified on the CSSI.

VIIl. NOTIFICATION AND INVESTIGATION OF BREACHES

The County Department agrees to:

A. Notify DHCS immediately by telephone call or e-mail upon the discovery of a breach

of security of Medi-Cal Pll in computerized form if the Pll was, or is reasonably
believed to have been, acquired by an unauthorized person; or within 24 hours by
telephone call or e-mail of discovery of any other suspected security incident,
intrusion, loss or unauthorized use or disclosure of Pll in violation of this Agreement
or the law. . The County Department shall submit the notification to the DHCS
Privacy Officer and the DHCS Information Security Officer. If the incident occurs
after business hours or on a weekend or holiday and involves electronic Pll, the
County Department shall notify DHCS by calling the DHCS ITSD Help Desk.

Y
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DHCS Privacy Officer DHCS Information Security Officer
Privacy Officer Information Security Officer

c/o: Office of Legal Services DHCS Information Security Office
Department of Health Care Services P.O. Box 997413, MS 6400
P.O.Box 997413, MS 0011 Sacramento, CA 95899-7413

Sacramento, CA 95899-7413

Email: privacyofficer@dhcs.ca.gov Email: iso@dhcs.ca.qov

Telephone: (916) 445-4646 Telephone: ITSD Help Desk
(916) 440-7000
(800) $79-0874

Ensure that the initiai notification includes contact and component information; a
description of the breach or loss with scope, numbers of files or records, type of
equipment or media, approximate time and location of breach or loss; description of
how the data was physically stored, contained, or packaged (e.g. password
protected, encrypted, locked briefcase, etc.); whether any individuals or external
organizations have been contacted; and whether any other reports have been filed.

C. T ake prompt corrective action to mitigate any risks or damages involved with the

D.

breach and to protect the operating environment.

| nvestigate the breach and produce a written breach report within ten working days
of the incident, detailing what data elements were involved; a description of the
unauthorized persons known or reasonably believed to have improperly used or
disclosed PII; a description of where Pll is believed to have been improperly
transmitted, sent, or used; a description of the probable causes of the breach; a
detailed corrective action plan including measures that were taken to hailt and/or
contain the breach. The County Department shall submit the breach report to the
DHCS Privacy Officer and Information Security Officer.

. .Notify individuals of the breach or unauthorized use or disclosure of Medi-Cal PII

maintained by the County Department when notification is required under state or
federal law. The County Department shall obtain the approval of the DHCS Privacy
Officer for the time, manner and content of any such required notifications. County
Department shall be responsible for the cost of such notification to the extent that
such breach or unauthorized use or disclosure is due to the negligence or intentional
misconduct of County Department. To the extent such breach or unauthorized use
or disclosure is due to the negligence or intentional misconduct of DHCS, DHCS
shall be responsible for notifying individuals and the County Department shall not be
responsible for any costs of notification. If there is any question as to whether
DHCS or the County Department is responsible for the breach, DHCS shall issue
the notice and DHCS and the County Department shall subsequently determine
responsibility for purposes of allocating the costs of such nolices.
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IX. COMPLIANCE WITH SSA AGREEMENT

The County Department agrees to comply with substantive privacy and security
requirements in the Agreement between the Social Security Administration and DHCS,
known as the 1137 Agreement, which is appended to and hereby incorporated into this
Agreement (Exhibit A). The specific sections of the 1137 Agreement which contain
substantive privacy and security requirements which are to be complied with by County
Department are as follows: XI. Procedures for Security; Xll. Safeguarding and
Reporting Responsibilities for Personally 1dentifiable information (PIl); XIll. Procedures
for Records Usage, Duplication, and Redisclosure Restrictions; and Attachment C,
Information System Security Guidelines for Federal, State and Local Agencies
Receiving Electronic Information from the Social Security Administration. If there is any
conflict between a privacy and security standard in these sections of the 1137
Agreement and a standard in this Agreement, the most stringent standard shall apply.
The most stringent standard means that standard which provides the greatest protection
to data.

X. COMPLIANCE BY COUNTY DEPARTMENT AGENTS

The County Department shall require that any agents, including subcontractors, which
assist the County Department in its Medi-Cal functions and to which the County
Department provides Pli, agree to the same privacy and security safeguards as are
contained in this Agreement; and to incorporate, when applicable, the relevant
provisions of this Agreement into each subcontract or sub-award to such agents or
subcontractors.

Xl. ASSESSMENTS AND REVIEWS

In order to enforce this Agreement and ensure compliance with its provisions, the
County Department agrees to allow DHCS to inspect the facilities, systems, books and
records of the County Department, with reasonable notice from DHCS, in order to
perform assessments and reviews. Such inspections shall be scheduled at times that
take into account the operational and staffing demands of the county. The County
Department agrees to promptly remedy any violation of any provision of this Agreement
and certify the same to the DHCS Privacy Officer and Information Security Officer in
writing, or to enter into a written corrective action plan with DHCS containing deadlines
for achieving compliance with specific provisions of this Agreement.

Xll. DEADLINE FOR SUBSTANTIAL COMPLIANCE

A. The County Department shall be in substantial compliance with this Agreement by
no later than July 1, 2010.

B. If, at any time, the county is unable to meet the security and privacy requirements
imposed in this Agreement in the manner specified therein due to a lack of funding;
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DHCS will work with the county to develop a Corrective Action Plan which can be
implemented within the resources provided by the state for this purpose and which is
intended to substantially meet those security and privacy requirements even if such
requirements are met utilizing altemnative or different methods than those specified in
this Agreement.

C. DHCS shall monitor corrective action plans which County Department develops to
remediate gaps in security compliance under this Agreement and reassess
compliance.

Xitl. ASSISTANCE IN LITIGATION OR ADMINISTRATIVE PROCEEDINGS

In the event of litigation or administrative proceedings involving DHCS based upon
claimed violations by the County Department of the privacy or security of Medi-Cal PlI,
or federal or state laws or agreements concerning privacy or security of Medi-Cal PII,
the County Department shall make all reasonable effort to make itself and any
subcontractors, agents, and County Workers assisting in the administration of the Medi-
Cal program and using or disclosing Medi-Cal PlI available to DHCS at no cost to
DHCS to testify as witnesses. DHCS shall also make all reasonable efforts to make
itself and any subcontractors, agents, and employees available to County Department
at no cost to County Department to testify as witnesses, in the event of litigation or
administrative proceedings involving the County Department based upon claimed
violations by DHCS of the privacy or security of Medi-Cal Pli, or state or federal laws or
agreements conceming privacy or security of Medi-Cal PIL.

XIV. SIGNATORIES

The signatories below warrant and represent that they have the competent authority on
behalf of their respective agencies to enter into the obligations set forth in this
Agreement.

The authorized officials whose signatures appear below have committed their

respectiye agencies to the terms of this Agreement effective this __{ %+ dayof
LA-Z' , 2008. '

For the County of Fresno, Department of Employment and Temporary Assistance:

Ut o
oS T vaten ]

Please see additional signature page attached.
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For the California Department of Health Care Services:

Stan Rosenst&in
Chief Deputy Director
Health Care Programs

Exhibit A: Agreement between the Social Security Administration and the State of
California, Department of Health Care Services with Attachment “Information System
Security Guidelines for Federal, State and Local Agencies Receiving Electronic
Information from the Social Security Administration”.
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COUNTY OF FRESNO
DEPARTMENT OF SOCIAL SERVICES

CONFIDENTIALITY AGREEMENT

The intent of the Department of Social Services (Department) Confidentiality Agreement is to ensure that
County employees (other than Department employees), Contractors, Service Providers and Visitors are
aware of their responsibilities and accountability to protect the confidentiality of the Department's clients’
sensitive, personal information.

The Department's CalWORKs, Medi-Cal and MEDS confidentiality policy has been established in
accordance with Federal and State laws. Welfare and Institutions (W&l) Code, Sections 10850 and
14100.2, cite the information to be regarded confidential. This information includes alt written, oral, visual
and printed applicant/recipient records, including but not limited to, names, addresses, social security
numbers, date of birth, driver's license number, case numbers, services provided, social and economic
conditions or circumstances, agency evaluation of personal information, and medical data. (See also 22
California Code of Regulations (C.C.R.), Sections 50111 and 51009.)

The California Department of Social Services (CDSS) Manual of Policies and Procedures, Division 19,
Section 19-002, titled “Confidentiality of Information", in accordance with W&l Code 10850, provides in
part that:

1 Names, addressees and all other information concerning the circumstances of any
individual for whom or about whom information is obtained is confidential and shall be
safeguarded. This is true of all information whether written or oral.

No disclosure of any information...shall be made...other than in the administration of
public social services programs.

Both the release and possessmn of confidential information in violation of the rules of this
division are misdemeanors.”

The Medi-Cal Eligibitity Manual, Section 2-H, titled “Confidentiality of Medi-Cal Case Records,” referring to
Section 14100.2, a, b, f, and h, W&I Code, provides in part that:

“(a) All types of information, whether written or oral, concerning a person, made or kept by any
public office or agency in connection with the administration of any provision of this
chapter...shall be confidential, and shall not be open to examination other than for purposes
directly connected with administration of the Medi-Cal program.”

"(b) Except as provided in this section and to the extent permitted by Federal Law or regulation,
all information about applicants and recipients as provided for in subdivision {a) to be
safeguarded includes, but is not limited to, names and addresses, medical services
provided, social and economic conditions or circumstances, agency evaluation or personal
information, and medical data, including diagnosis and past history of disease or disability."

“(h Requires agents of the State to abide by rules and regulations governing the custody, use
and preservation of all records pertaining to administration of the Medi-Cal Program.”

“(h) States “any person who knowingly releases or possesses confidential information
concerning persons who have applied for or who have been granted any form of Medi-Cal
benefits...for which State or Federal funds are made available in violation of this section is
guilty of a misdemeanor.”
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Please read the agreement and take due time to consider it prior to signing.

| understand County employees, Contractors, Service Providers and Visitors are prohibited from
obtaining, releasing, or using confidential client information obtained orally, from case records or
computer records for purposes not specifically related to the administration of services and authorized by
the state Welfare and Institutions Code {Sections 10850 and 14100.2). Additionally, | agree to the same
privacy and security safeguards as are contained in the Medi-Cal Data Privacy and Security Agreement
between the California Department of Health Care Services and the County of Fresno (Exhibit F).

Further, | understand violation of confidentiality of records or of these policies which are made for
protection of confidentiality, may result in disciplinary action, termination of contractor's agreement, civil
liability, and/or criminal prosecution.

Further, | understand that the County will not provide legal protection of violations of these policies or
procedures occur.

| hereby certify that | have read this Agreement. | have knowledge of the requirements of State and
Federal confidentiality laws and will comply with its provisions.

I, the undersigned, hereby agree not to divulge any information or records concerning any client
without proper authorization by the client.

Name Signature
Print

Phone# ( )

Contractor/Provider Name/Organization

Address:

City Zip





